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ABOUT CYBERHAWAII
CyberHawaii is an information sharing and analysis non-profit organization committed to 
developing and enhancing Hawaii’s cybersecurity capabilities

• CyberHawaii is committed to a whole community approach that will help to:

• Mitigate cyber risks for all community members
• Develop educational and workforce pathways for students
• Augment cyber services being delivered by government agencies, commercial entities, research 

organizations and Community Based Organizations
• Inform local decision makers about cyber security risks and solutions

• Founded 2016

• Part of CyberUSA network

• www.cyberhawaii.org



EFFECTIVE SCAMS VARY BY AGE
• Gen Xers, Millennials, and 

Gen Z young adults were 
34% more likely than older 
adults to report losing 
money to fraud

• Median loss much higher for 
older adults
• $1,500 for those 80 and over
• $800 for people 70-79
• $500 for people 18-59

• Kūpuna more likely to report 
failed scams

Source:  https://www.ftc.gov/news-events/data-visualizations/data-spotlight/2022/12/who-experiences-scams-story-all-ages
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Presentation Notes
According to a 2021 report from the FTC, specific scams are more effective against different generations than others. Gen Xers, Millennials and Gen Z young adults were 34% more likely to report losing money to fraud.  Younger adults are most susceptible to:Online shopping scamsInvestment fraudJob scamsThese types of scams play upon younger peoples needs to be competitive in the job market and to acquire wealth and assets.But older adults who are scammed tend to lose more money than their younger counter parts per reported incident.Older adults are most susceptible to:Tech support scamsPrize, sweepstakes & lotteriesFamily & friend impostersThis points to older adults being more trusting and willing to take help from a supposed tech support person who they don’t know.  They aren’t as actively involved in making money as young generations and are looking to enjoy their retirement years.  Games of chance such as sweepstakes and lotteries are opportunities to have fun with the fruits of their labor.  Sadly, older adults appear to be more isolated than younger people and are prone to falling for family and friend imposters who reach out to them.  Continuing to help Kupuna maintain some type of social network is important so they don’t feel isolated and have no one to turn to for advice.



RANSOMWARE
Characteristics

• Encrypts data files
• Unbreakable (256 AES)

• Reusable

• May rename files

• Organization notified when open encrypted file

• Payment is in crypto currency
• Receive encryption key
• Receive promise not to disclose data

• Business decision whether to pay or not (except if 
national security involved)

• Payment may be to sanctioned organizations

Prevention

• Do not click on suspicious links or download files from 
unknown sources
• Email, text, website as sources

• Perform regular backups of critical data
• Keep backup devices offline when not in use

• Do not enable automatic backups to the cloud

Mitigation
• Isolate infected systems from the internet

• Remove malware

• Notify affected friends, family clients, staff and regulatory agencies

• Notify FBI

• Restore from backups or decide if going to pay ransom

Image source: BleepingComputing
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RecentMoveIt ransomware by CL0PEstee Lauder by ALPHV/BlackCat and ClopSophos impersonated by SophosEncrypt ransomwareFIN8 deploys ALPHV ransomware using Sardonic ransomware variantOf note:  Continental Pipeline, after consulting with the FBI/DOJ, decided to pay the ransom to get their systems up and running.



TECH SUPPORT SCAMS
Characteristics

• You receive a notice that something is wrong with 
account or device
• Phone call, email, text message
• Pretend to be from known company

• Immediate action required
• Don’t talk to anyone else
• Only they can help you

• Request to access computer
• Download “clean up” software
• Establish remote access

• Request for initial funds
• Clean up of files
• Bait to trap hackers
• Administrative/regulatory fees
• Pay to monitor computer

• Request for Additional funds

Prevention

• Do not respond to notices that there’s something wrong 
with your computer
• Third party vendors do not have any way of legitimately 

knowing this

• If your computer or phone is acting unusual, check directly 
with the manufacturer, the organization you bought it from, 
or a recovery organization you trust
• Do not trust a person or organization you don’t know or 

can’t independently verify

Mitigation
• Stop paying any requested fees; check with bank or credit 

card company to see if payments can be stopped
• Isolate infected systems from the internet
• Remove malware; or
• Reinstall operating system and/or applications (i.e., 

restore to a clean version); or
• Buy a new computer or device



PRIZES, SWEEPSTAKES, LOTTERIES
Characteristics
• Receive a notice that have won global 

sweepstakes
• Phone call, email message
• Prize only redeemable if the “winners” 

send money to cover insurance and other 
fees

• Forged documents involved

• Calls masked to appear to be from local 
area code

• Money must be wire transferred
• Very short period of time to recover funds

• Additional call that their prize has 
increased so need to send more for taxes 
and other fees

Prevention

• Do not respond to unknown prize notifications
• Keep track of legitimate contests you enter; 

follow up directly with organizers

• Don’t  get talked into forgetting you entered or 
that someone else entered on your behalf

Mitigation
• Contact your bank immediately to try and 

stop payment
• Contact the FBI 
• Talk to family about how to prevent in future
• Be honest with yourself



SOCIAL/FAMILY SCAMS
Characteristics
• Romance scams target loneliness

• Build trust, then request $’s
• Fake backgrounds
• Recurring threat

• Ransom of family members
• Typically uses social media data
• Kidnapping, arrest, threat of harm
• Family member not in danger

• Voice impersonation using AI

• Invokes sense of urgency & panic
• Don’t call others
• Get immediate payment (cash cards or wire 

transfers)

Prevention

• Maintain strong social network you can trust
• Refrain from fully trusting online only friends
• It’s normal to need someone you can talk to

• Anyone can be scammed; nothing to be ashamed of

• Go out of band to validate threats

• Have “secret” word to validate identity

• Avoid putting current travel info on social media

Mitigation
• Pause initial contact & and connect with someone you 

trust
• Do not give direct access to bank accounts
• Delay paying
• Contact police or FBI



APPLE ATTACKS
• Apple mobile devices being attacked more 

frequently
• Out of band patches becoming more common

• Common threats
• Spyware
• Hijack device
• Modify/extract files

• 0-click Malware

• Good practices
• Reboot mobile device periodically
• Keep up to date on patches
• Apple optional Lockdown Mode



SECURITY FOR SMALL BUSINESSES
• Understand assets & value if lost

• Customer information
• Family information
• Trade secrets
• Physical inventory
• Business reputation

• Focus on Key Controls
• Security Leadership
• Password Management
• Access Control 
• Data Management (including mobile & removable access)
• Patch Management
• Regular training (and Testing)

• Develop action plan for responding to & surviving an attack



PHYSICAL INDICATORS OF 
COMPROMISE
• Change in Computer 

Performance
• Slow performance
• High CPU usage
• Unusual hard drive activity
• Unexpected crashes
• Unusual network activity

• Change in Settings
• Browser settings
• Disabled security software
• Firewall settings

• Change in Behaviors or 
Software
• Unexpected computer activity
• Unexpected email behavior
• Unwanted pop-ups
• New or unfamiliar programs
• Unauthorized access or account 

activity
• Disappearing files
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Practical things you can look for to see if your computer may have been compromised by malware are shown here.  It must be noted that these behaviors could be caused by simple equipment failure or software bugs which are not malicious in nature. Each change alone should be treated as a cause for investigation and not as a reason to draw a definitive conclusion.  Change in computer performanceSlow Performance: Malware can consume system resources, causing your computer to run slower than usual. High CPU Usage: Open your computer's Task Manager and look for any processes consuming an unusually high amount of CPU power, especially if you're not running resource-intensive applications.Unusual Hard Drive Activity: If your hard drive is active even when you're not using your computer, it could indicate that malware is running in the background.Unexpected Crashes: Frequent crashes or system freezes could be caused by malware disrupting normal system operations.Unusual Network Activity: If you notice a sudden increase in data usage or network activity when you're not actively using the internet, it could be a sign of malware sending or receiving data in the background.Change in settingsChanged Browser Settings: If your browser's homepage, default search engine, or new tab page have changed without your consent, it could be due to browser hijacking malware.Disabled Security Software: Malware often tries to disable or interfere with your antivirus or security software to avoid detection. If you find your security software turned off without your input, be cautious.Changes in Firewall Settings: If your firewall settings have changed unexpectedly, it could be a sign that malware is trying to establish unauthorized connections.Change in behaviors or softwareUnexpected Computer Activity:  If your cursor moves when you’re not directing it or is not responsive to your motion you could have been infected with malware that is attempting to take control of your computer remotely.Unexpected Email Behavior: If your friends or contacts start receiving suspicious emails or messages from your email address, your email account might be compromised due to malware.Unwanted Pop-ups: If you're seeing an unusually high number of pop-up ads, especially when you're not browsing the internet, your computer might be infected.New or Unfamiliar Programs: Check your installed programs list for any unfamiliar software that you didn't intentionally install. Malware often disguises itself as legitimate software.Unauthorized Access or Account Activity: If you notice unauthorized access to your accounts, changes to your passwords, or unfamiliar activity on your accounts, your computer might be compromised.Disappearing Files: Malware can cause your files to disappear or become corrupted so you can’t access them.If you notice any of these indicators, it's important to take action promptly. Run a full system scan with your antivirus software, update your operating system and all applications, and consider seeking professional help if the situation doesn't improve. Regularly backing up your important data and practicing safe browsing habits can also help prevent malware infections.



SUMMARY
• Everyone can be a victim of a scam – but Kūpuna can be especially 

vulnerable

• Specific scams are effective against specific generations

• Do not click on links or open attachments without confirming sender

• Back up your data regularly

• Do not give money based on a phone call, email or text message

• Give Aloha to everyone – Only give Trust to people you know well

• Report scams to the Internet Crime Complaint Center (IC3) at 
https://www.ic3.gov/
• All federal law enforcement agencies share information
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In summary, we are all potential victims of online scams and different generations are more susceptible to some types of scams than others.  Understanding why threat actors do what they do is an important part of being able to defend ourselves from being a victim.  Scams are fundamentally undertaken for either love or money.  They also follow certain patterns from a process standpoint and understanding these patterns can help us create better defenses against future threats.  Being observant to unusual behavior related to your computers, mobile devices and even smart equipment at work is the first step to being better prepared.  And since it is no longer a question of if we are going to become a victim, but rather when, it’s important to know that there are tools and services out there that can help us be safer online.

https://www.ic3.gov/


QUESTIONS?

Mahalo
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