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Our mission is to lead the national effort to understand, 
manage, and reduce risk to our nation’s cyber and physical 
infrastructure.

Our vision is a secure and resilient critical infrastructure for 
the American people.

CISA Mission and Vision 
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Serving 16 Critical Infrastructure
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Topics
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 What is Security Leadership
 Qualities and responsibilities
 Why is it important?

 Risk Management
 Prioritizing Risks and Threats
 CISA resources

 Cybersecurity Culture
 Best practices for building a strong cybersecurity culture
 Phishing statistics
 Training resources



Jennilyn LaBrunda
March 6, 2024

C I S A  |  C Y B E R S E C U R I T Y  A N D  I N F R A S T R U C T U R E  S E C U R I T Y  A G E N C Y

WHAT IS SECURITY LEADERSHIP?
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Qualities
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 Interpersonal skills

 Responsive

 Risk management

 Governance

 Honesty and integrity

 Common titles: 
 CISO (Chief Information Security Officer),
CSO (Chief Security Officer), ISSM/O (Information Systems Security Manager/Officer), 
Cybersecurity Director/Manager, and Information Security Director/Manager
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 Developing and implementing a Cybersecurity strategy
 Risk assessment: identifying and analyzing potential cybersecurity threats & vulnerabilities
 Deployed effectively throughout the organization; regular monitoring and adjustment

 Building a cybersecurity culture
 Awareness and training
 Security is everyone’s responsibility

 Managing threats and Incident Response
 Detection & prevention
 Incident response planning & execution

 Aligning Cybersecurity with Business goals

Responsibilities
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Why is Security leadership important?
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 Escalating cyber threats

 Compliance and legal requirements

 Business continuity

 Innovation and growth

 Collaboration and communication
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RISK MANAGEMENT
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 Assess your risks (CISA Cybersecurity Performance Goals – CPG)

 Assess your vendors and 3rd party risks

 Stay informed with emergent risks

 Stay compliant with regulations and legal obligations

 Increase your resilience to Cyberattacks

Prioritizing Risks and Threats
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 Prioritized subset of IT and OT cybersecurity practices; 
38 questions

 Reduce likelihood and impact of known risks and 
adversaries

 Identify areas for potential future investment

 Aligns with the NIST Cybersecurity Framework 
functions: identify, protect, detect, respond, and 
recover.

 CSET (CyberSecurity Evaluation Tool)
 https://github.com/cisagov/cset/releases

Cybersecurity Performance Goals (CPG)

11https://www.cisa.gov/cross-sector-cybersecurity-performance-goals

https://github.com/cisagov/cset/releases
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals
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CISA’s KEV Catalog
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CISA Known Exploited Vulnerabilities (KEV) 
Catalog

List of Vulnerabilities exploited by 
cybercriminals in recent attacks 

https://www.cisa.gov/known-exploited-vulnerabilities-catalog

https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Cyber Hygiene Vulnerability scanning
• Evaluates external network presence through continuous 

scans of public, static IPv4s
Benefits:
• Continual review of system to identify potential problems
• Weekly reports detailing current and previously mitigated 

vulnerabilities
• Recommended mitigation for identified vulnerabilities
• Email vulnerability@cisa.dhs.gov with subject line 

“Requesting Cyber Hygiene Services” 

https://www.cisa.gov/cyber-hygiene-services

mailto:vulnerability@cisa.dhs.gov
https://www.cisa.gov/cyber-hygiene-services
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 Information Sharing and Analysis Center (ISAC)

 National Council of ISACs
 FS-ISAC (Financial Services)
 H-ISAC (Healthcare)
 IT-ISAC (Information Technology)
 MS-ISAC (Multi-state; State, Local, Tribal and Territorial governments)

https://www.nationalisacs.org/

Information Sharing & Analysis Center
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CYBERSECURITY CULTURE
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Building a Strong Cybersecurity Culture

17

 Use basic cybersecurity training

 Identify available cybersecurity training resources

 Stay current on cybersecurity events and incidents

 Align cybersecurity practices with organization’s values and goals

 Encourage employees to make good choices online and learn about risks like 
phishing and business email compromise

 Consider appointing a Cybersecurity leader who will champion a strong 
Cybersecurity culture and lead the way to a mature cybersecurity posture
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Phishing statistics

2022:
300,497

#53 Guam: 
$2,712,088

#39 Hawaii: 
$35,776,983
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Phishing - resources

 Identify available training resources and train employees how to spot phishing

 Alert employees to the risks

 Develop a culture of awareness

https://www.cisa.gov/topics/cybersecurity-best-practices/cybersecurity-education-career-development

https://www.cisa.gov/news-events/news/avoiding-social-engineering-and-phishing-attacks

https://www.cisa.gov/audiences/small-and-medium-businesses

https://www.stopthinkconnect.org/

https://www.cisa.gov/topics/cybersecurity-best-practices/cybersecurity-education-career-development
https://www.cisa.gov/news-events/news/avoiding-social-engineering-and-phishing-attacks
https://www.cisa.gov/audiences/small-and-medium-businesses
https://www.stopthinkconnect.org/
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Cybersecurity Training
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The NICCS website includes:

• Cybersecurity education and training resource
• Workforce Framework for Cybersecurity
• Upcoming cybersecurity events list

https://niccs.cisa.gov/

CISA offers easily accessible education and awareness resources through the National 
Initiative for Cybersecurity Careers and Studies (NICCS) website.

https://niccs.cisa.gov/
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Cybersecurity Training
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FedVTE is an online, on-demand training center that provides free 
cybersecurity training for U.S. veterans and federal, state, local, tribal, and 
territorial government employees. 

• Quarterly catalog of existing and future courses
• Courses for all proficiency levels (beginner to advanced)
• Certification prep courses
• Select courses available to the general public

FedVTE enables cyber professionals to continue growing skills.

https://fedvte.usalearning.gov/ 

https://fedvte.usalearning.gov/
https://fedvte.usalearning.gov/
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Visit www.CISA.gov for more information.

Jennilyn LaBrunda
Cybersecurity Advisor, Guam/CNMI/AS
Jennilyn.Labrunda@cisa.dhs.gov
808-260-3143

http://www.cisa.gov/
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