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Who You Gonna Call?

Hawaii Cybersecurity Conference

June 2024

United States Secret Service

Hawaii-Pacific Cyber Fraud Task Force
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Mike Gee

Technical Special Agent
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U.S. Secret Service
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Cyber Fraud Investigations
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Financial Crimes

▪Romance/Social Media Scams

• Pig Butchering

▪Bank/Loan Fraud

▪Real Estate Fraud

▪Online Sextortion

▪Check Fraud
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Financial Crimes

Priorities

▪Educate

▪Disrupt

▪Freeze/Seize

FinCEN Financial Fraud Kill Chain

▪At least $50,000 

▪ International wire transfer

▪SWIFT recall initiated

▪Within 72 hours
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Follow the Money 

Identify            |    mules, mixers, illegal exchangers, launderers

Investigate   | money laundering, mule accounts, exchanges, forums

Impact   | $2.6B prevented in potential loss to the U.S. economy (FY22 )
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Honolulu Field Office District
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Cyber Fraud Task Force

Collective Expertise through a partnership of 

Law Enforcement, Private Industry, and Academia

Prevent, detect, and mitigate complex cyber-enabled

financial crimes
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CFTF Network
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Hawaii-Pacific Cyber Fraud Task Force
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Hawaii County Office of the Prosecuting Attorney

Kauai Office of the Prosecuting Attorney

American Samoa Department of Homeland Security 

CNMI Office of Homeland Security and Emergency Management 

CNMI Office of the Public Auditor 

Guam Office of the Attorney General

Guam Police Department

Hawaii Department of Law Enforcement

Hawaii Department of the Attorney General

Hawaii Police Department

Honolulu Police Department

Kauai Police Department

Maui Police Department
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Federal Partners

DHS-CISA

FBI 

HSI

NCIS

AFOSI

NOAA

USINDOPACOM
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Hawaii-Pacific Cyber Fraud Task Force

International Partners

Australia Federal Police

Royal Thai Police

National Police Agency (Japan)



U/FOUO
13

Recent Trends

▪Online Sextortion

▪Credit Card Skimmers

▪ Impersonation Scams
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Online Sextortion

▪Most originate on social media

▪ Extortion over sexually explicit photos & videos

▪ Typically financially motivated

▪Victims from nearly all demographics

▪ In 2022 – over 7000 reported cases

• at least 13 known juvenile suicides
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Overlay Skimmer
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▪Call from “Hawaii County Police Department” 

▪Caller ID displays (808) 529-3111

▪Victim told to search number to verify

▪“Warrant” sent via text message

▪ Instructed to use Zelle, Venmo, Coinstar to pay fine
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Impersonation Scams
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Impersonation Scams

Victim Name
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Contact Law Enforcement
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Internet Crime Complaint Center – ic3.gov

US Secret Service – cryptofraud@secretservice.gov

Honolulu Field Office – (808) 541-1912



U/FOUO
THE OVERALL CLASSIFICATION OF THIS PRESENTATION IS:
UNCLASSIFIED/FOR OFFICIAL USE ONLY(U/FOUO)

Questions?
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