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Agenda
• Introduction to Vulnerability Management (VM)

• Vulnerability Management Lifecycle

• Vulnerability Identification 

• Risk Prioritization 

• Remediation and Mitigation 

• Reporting and Metrics

• Tools and Automation

• Common Challenges

• Discussion & Q&A
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Introduction To Vulnerability Management 

Definition: Continuous, proactive process of identifying, assessing, prioritizing, 
remediating, and reporting on security vulnerabilities in systems and software. 

Goal: Reducing the Attack Surface and improving resilience.

Objectives:
• Awareness- Understanding what you're trying to protect
• Structure- Standardized, Systematic, Repeatable 
• Tools- Technical and Nontechnical
• Effective Decision Making- Frameworks and Methodologies
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Choose A Framework

• National Institute of standards and Technology Cybersecurity Framework
• Information Security Management Systems (ISO 27001)
• Center for Internet Security Controls (IG1-3)
• Control Objectives for Information and Related Technologies (COBIT)
• Cloud Security Alliance Cloud Control Matrix (CSA CCM)
• Health Insurance Portability and Accountability (HIPAA)
• Payment Card Industry Data Security and Standard (PCI DSS)
• Information Technology Infrastructure Library (ITIL)
• American Institute of Certified Public Accountants Systems and Organization 

Controls (SOC2)
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Vulnerability Management Lifecycle
• Discover- Identify all assets (Hardware, software, cloud, network components, information).

• Organize Assets- Classify and group assets based on type, business criticality, owner, 

exposure.

• Assess- Scan and evaluate assets to detect known vulnerabilities, misconfigurations, or 

outdated software.

• Prioritize- Rank Vulnerabilities by risk level, considering factors link the Common 

Vulnerability Scoring System (CVSS)

• Remediate- Fix or Mitigate vulnerabilities through patching, configuration changes, or 

compensating controls.

• Validate- Re-test systems to confirm that the remediation was successful and the vulnerability 

is no longer present.

• Report- Document the finding, actions taken, and current status of vulnerabilities,

Identify

Protect

DetectRespond

Recover

Improve
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Vulnerability Identification

Scanning
• Authenticated- Login Credentials, like a trusted user
• Unauthenticated- No credentials, like an external user

Common Vulnerabilities and Exposure: dictionary of public 
vulnerabilities and exposures.
Threat Intelligence Feeds: continuous stream of data that provides 
security teams with real-time insights to emerging cyber threats and 
vulnerabilities.



CISA
July 14, 2025 9

Vulnerability Scan Result
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What is Risk

Definition: The potential for an event or circumstance to negatively 
impact a company’s ability to achieve its financial goal or even 
continued existence.
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Risk Prioritization

Definition: The Process of ranking identified risks from most to least 
critical, based on their likelihood of occurrence and potential impact.
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Risk Prioritization Methods

Common Vulnerability Scoring System (CVSS): a technical standard for 
assessing the severity of vulnerabilities in computing systems.

Business Impact Analysis: a systematic process to identify and assess the 
potential negative consequences of disruptions to an organization's operations.

Exploit Availability refers to the existence and accessibility of code or 
techniques that can be used to leverage a security vulnerability to cause harm.
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Remediation vs Mitigation
Patching: The process of applying fixes, updates, modifications to existing software, 
operating systems, or applications to address security vulnerabilities, bugs or other 
issues. 

Change Management: a structure approach used by organizations to implement and 
manage changes effectively, whether they involve individuals, teams, or systems.
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Remediation and Mitigation
Patching: The process of applying fixes, updates, modifications to existing software, operating 
systems, or applications to address security vulnerabilities, bugs or other issues. 

Change Management: a structure approach used by organizations to implement and manage 
changes effectively, whether they involve individuals, teams, or systems.

Temporary workaround: a short-term measure to reduce risk of a vulnerability being 
exploited while a permanent solution is being development or implemented.

Segmentation: involves dividing a network into smaller isolated segments.

Isolation: Restricting communication between different network segments or with outside 
world.
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Risk Management Techniques
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Reporting and Metrics
Mean Time to Remediate: a crucial performance metric in cybersecurity and incident 
management, representing the average time it takes to resolve a security incident or 
vulnerability after it's been detected.

Number of Vulnerabilities: How many are you dealing with.

Open vs Closed: What's fixed and not fixed

Service Level Agreement adherence: the degree to which a service provider successfully 
meets the agreed-upon service standards and commitments outlined in the SLA.



CISA
July 14, 2025 17

Tools and Automation
• Scanners: Network, Web application, Host based, Cloud, 

Database, Open Source
• Patch Management: Deployment model, agent/agentless, 

automation level, platform/application, integration, target 
audience.

• Integration: Data and System
• Automated: STIX and TAXII, AI
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Common Challenges & Best Practices

Challenges
• Asset visibility
• Patch testing windows
• Legacy systems
• Cross-team Collaboration
Best Business Practice
• Risk Based Approach
• Defined SLA
• Executive Buy-in
• Continuous Improvement
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For The Next Session
Non-Technical
1. Is there an organizational policy requiring regular vulnerability assessments and patch management ?
2. Do you have visibility into all systems and applications for business operations?
3. Are different departments collaborating to resolve vulnerabilities?
4. How are business leaders informed about major vulnerability that could impact operations or customers?
5. Do you track how long it takes to fix vulnerabilities, and are results reported regularly to leadership?

Technical
1. How often are authenticated vulnerability scans performed across all asset types (on-prem, cloud, endpoints)?
2. Are CVEs automatically ingested from sources like NVD, AIS, KEV, or vendor advisories into a central tool?
3. What process or tool is used to correlate vulnerability data with asset criticality or exploitability?
4. How are patching timelines tracked and enforced across different asset owners?
5. Is there an automated feedback loop that flags re-emergent or unresolved vulnerabilities?
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For more information:
www.cisa.gov

Questions?

Email: William.Hicks@mail.cisa.dhs.gov
Phone: 202-809-4179

giovanni.williams@mail.cisa.dhs.gov
Phone:202-503-5614

http://www.cisa.gov/
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